«YTBEPXJIEHO»

IIpukazom I'enepansHoro aupexropa ot «03» utonst 2021 rona
OOmiecTBa ¢ OrpaHUUEHHOH OTBETCTBEHHOCTHIO
MuxkpokpenntHas komnanus «J13I1-Pazsutue 7»

PEKOMEHJALIMA
O IPOTUBOACHCTBHIO COBEPIICHHU ST HE3AKOHHBIX (PMHAHCOBBIX ONEpaluii MPH HAPYIIEHUH IITATHOTO
(YHKIMOHMPOBAHUS CPEACTBA BHIYUCIUTEIHHON TEXHUKH

1. OO6mue nonoxeHus.
B coorBerctBuu ¢ TpedoBanusimu [lonoxenust banka Poccun or 20.04.2021 N 757-I1 "O6 ycranoBneHun
00s13aTeNbHBIX IS HEeKPEIUTHBIX (UHAHCOBBIX OpTaHW3alWi TPeOOBaHHH K OOECIICUEHHIO 3alIUThI
WHPOpPMAIlMM TpPU OCYIIECTBICHHUHM JEATENFHOCTH B cdepe (UHAHCOBBIX PBIHKOB B  IEIAX
MPOTUBOJICHCTBHSI OCYIIIECTBICHUIO HE3aKOHHBIX (PHHAHCOBBIX orepanuii” OOIIecTBO ¢ OrpaHUYEeHHOMN
OTBETCTBEHHOCThI0 MukpokpenutHas kommnanus «/13[1-Pazsutue 7» (manee mo Tekcty — «OOILIECTBOY)
JOBOAUT /10 Bamero cBefeHWsi OCHOBHBIE PEKOMEHIAIMH MO 3alIUTe WHPOPMAIMH OT BO3ACHCTBHS
MPOrpaMMHBIX ~ KOJOB, TIPUBOAAIIMX K HAPYHICHWIO IITAaTHOrO (YHKIMOHUPOBAHHS  CPEACTB
BBIUMCITUTEIBHON TEXHUKU (BPEIOHOCHBIH KOM), B IIEISX MPOTHBOJICHCTBUS HE3aKOHHBIM (DHHAHCOBBIM
OTepaIusIM.
Pexomennmanuu mo coOmroneHUI0 MHPOPMAIMOHHON 0€30MacHOCTH (COBOKYIMHOCTH Mep, MpPHUMEHEHHE
KOTOPBIX HAIIPABJICHO Ha HEIOCPEICTBEHHOE 00ecTieueHre 3alUThl HH)OpPMAIIHH, IPOIIECCOB, PECYPCHOTO
Y OpPTaHM3aLMOHHOTO o0ecredeHuns, HeoOX0UMOro U MPUMEHEHHS YKa3aHHbIX Mep 3allUTHI (3/1eCh U
nanee tepmuHbl m3 [OCT P 57580.1-2017) He rapaHTHpYIOT oOecriedeHre KOH(MUACHIIMAIBHOCTH,
HENTOCTHOCTH U JIOCTYITHOCTH MH(OpPMAIMH, HO TIO3BOJISIIOT B I€JIOM CHU3UTh PUCKA WH(POPMAIMOHHOM
0e30MacHOCTH 1 MUHUMHU3HPOBATHL BO3MOXKHBIE HEraTHBHBIE MTOCIIEACTBUS B CIy4ae UX peali3allvy.
B cBsi3u ¢ Tem, uTo TpeboBaHMS WHPOPMAIMIOHHON OE30MACHOCTH TaK e MOTYT ObITh OTpPaKEeHbI B
JOrOBOpax, perjlaMeHTax, IpaBUjIax M HHBIX JOKyMeHTax OOliecTBa, perjiaMeHTHPYIOIIUX
IIPEIOCTaBIICHUE YCIYT/CepBUCOB, HacTOAIMEe PekoMenamuy IeliCTBYIOT B 9aCTH, HE MPOTUBOpeYanien
[OJIOKEHUSIM BHYTPEHHUX JOKYMEHTOB.
2. OOwmmue pekoMeH AU,
B memsix cHHKEHHUS pHCKa pealii3aliii HHIMASHTOB nHpopMmaimonHoi oe3onacHoctu (I'OCT P 57580.1-
2017) — mexxenaTeapHBIE WM HEOKHUIAHHbBIE COOBITHS 3aIUTHI HH(POPMAIMH, KOTOPHIE MOTYT IPHUBECTH K
PHUCKY HapyIIEHUS BBITOIHEHHS OM3HEC-TIPOIeCCOB (KIIMEHTA), TEXHOIOTHYECKUX TporeccoB OOmecTa u
(wnn) HapymHUTh KOH(UAESHITUAIBHOCTH, IIEJIOCTHOCTH M TOCTYITHOCTH WH(OPMAaIlUU BCIIEACTBHE:
e HECAaHKLMOHUPOBAHHOIO JOCTyNa K Bamlell MH(pOpManMy JIMLAMM, HE OOJaJarolUMHU IPaBOM
OCYIIECTBIICHUS 3HAYNMBIX (KPUTHYHBIX) Orepanuii (B T.9. (PUHAHCOBBIX);
e roTepu (XUIIEHMs) HOCUTEIEH KIIIOYEH 3JIEKTPOHHOW IOIIMCH, C HCIOIb30BAHUEM KOTODBIX,
OCYIIECTBIISIOTCS KPUTHYHEIE ((PMHAHCOBBIE) OIEPAIIHN;
e BO3ACHCTBHA BPEIOHOCHOTO KOAAa Ha YCTPOWCTBA, C KOTOPHIX COBEPLIAIOTCS KPUTHUUHBIE
(puHAHCOBBIC) ONEpaIUy;
e COBEpLICHHA B OTHOWIGHHHM Bac UHBIX MNPOTUBONPAaBHBIX JEHCTBHM, CBSA3aHHBIX C
rH(}OPMaIMOHHOM 6€30MaCHOCTHIO.
Pexomennyercsi coOmonath psii NpoUIAKTHYECKHX MEPONPHITHN, HANpaBICHHBIX Ha IIOBBIIICHHE
YpoBHS HMH(POPMAIMOHHOM OE30MacCHOCTH TPH  HWCIONB30BAHWA OOBEKTOB  HWH(OpMATHU3AIIUN
(COBOKYITHOCTH OOBEKTOB, PECypCOB, CpPEACTB W cHUCTeM o00paboTkm wuH(pOpMaruy, B T.4.
aBTOMAaTH3UPOBAHHBIX CHCTEM, HCIIONb3yEeMBIX Ul oOecreueHuss MH(POopMaTHU3aluyu OHW3HEC-TIPOLECCOB
(COCT P 57580.1-2017)) O6uiecTBa. BHUMaTENBHO H3y4YHTE JOrOBOP, MPUIIOKEHHUS K JIOTOBOPY U HHBIE
JNOKYMEHTBI, CBSI3aHHBIE C HCIIOJHEHWEM JOrOBOpPA, O3HAKOMBTECH C pa3AeliaMH, MOCBSIICHHBIMH
“H(OPMAITMOHHOM 0€30MaCHOCTH/KOH(UIESHITNAITEHOCTH.
[Ipu ucnons3oBaHnu MOOWIJIBHOIO TeleOHA PEKOMEHAYETCS! MPHUAEPKUBATHCS CIEAYIOIINX COBETOB:
. IIpu B3ammopneiicTBuM ¢ OOLIECTBOM YKa3blBaliTe B KayeCTBE OCHOBHOIO HoMepa TtenedoHa
HOMEp, KOTOPbIH NpUHAUISKUT BaM muHO (HOroBOp Ha YCIIyr'y COTOBOM CBSI3H 3aKiII04eH Ha Barre ums).
VYcranaBnmuBaiite MoOwibHOe mpuiokeHune OOmectBa Ha  TeneOHHBIH — anmapar, KOTOPBIT
NpUHAATIEXUT BaM 1M MOCTOSIHHO HaxonuTcs B Bammem pacropspkeHHH.
. BxitounTe 3ampoc kopa- mapoist SIM-kapTel npu BKIIOYEHUHW TenedoHa.
. [Ipu nognepxke TenedhOHOM COOTBETCTBYIOIICH(YHKIINH, BHITOIHUTE CIEAYIOLIHE ACHCTBHS:
1) BxmounTe 6J0KMpOBaHKE dKpaHa TeledoHa Mocie ONpeIeIeHHOr0 BpeMEHH HEaKTHBHOCTH.



2) Bkuirounte 3ampoc kopa-mapois TeiaedoHa, oTredyarka majblia WM rpaguyeckoro Kiroya s
pas0nokupoBaHus TeaedoHa.
3) VYcraHoBuTe 3amper Ha OTOOpakeHWE WH(OPMALUH M3 BHOBb MOCTYMUBIIMX COOOIICHUH Ha
9KpaHe OJIOKHPOBKH.
4) Bxirounte W HACTPOiTE (YHKIHMIO MMOUCKA, YIAJCHHOTO OJIOKMPOBAHUS M YAAJICHHOW OYHCTKH
MOTEPSHHOTO TenedoHa.
5) VYcraHoBHTE 3amper Ha YCTAHOBKY B TeNe(OH NMPUIOKCHUHN U3 HEHAIGKHBIX HCTOUHHKOB.
. [Ipu ycraHOBKe HOBBIX MPUIIOKEHMI Ha TenedOH oOpalnaiiTe BHUMaHKE Ha 3apaiiiBaeMble UMU
paspemienns. He maBaiite mpunoxeHusMm pazpemnieHue Ha ureHne CMC, eciii Takoi JOCTYI HE HyKEH UM
JUTSL BBITIOJTHEHUSI UX OCHOBHBIX (DYHKIIUH.

. He nepexoaunte mo cceuikam u3 CMC coobuienuii, eciu Bul He skaanu Takue cooOieHus!.

o PeryssipHo OOHOBIISHTE OINEpPAIlMOHHYIO CHUCTEMY TeieoHa M YCTAHOBJCHHbIC B TenedoHe
NpUIIOXKEHHsI (He OTKJIF0YaiTe aBTOMATHUECKOe OOHOBIICHHE).

. B cnydae yrpaThl TenedoHa BOCIONB3YHTECh (QyHKIMEH Moucka TeiaedoHa, ecinu paHee ee

akTuBHpoBain. Ecnu ¢ ucnons3oBanneM QpyHKIMH MOMCKA HAWTH TenedoH He yuanoch win Bel paHee He
aKTHBUPOBAIM 3Ty (QYHKIMIO, 00OpaTHTECh C MAcIoOpToM B O(GHC CBOErO0 COTOBOTrO OIepaTopa s
ONOKHUpOBaHMS yTepssHHON BMecTe ¢ TenedoHoM SIM-KapThl 1 BBIITyCKa HOBOM.

. Ecnmu Ha yrepsHHOM TenedoHE YCTaHOBIEHO MOOHWIbHOe mpuiokeHne OOmecTsa,
JIOTIOJIHUTEIILHO K JICHCTBHUSM, YKa3aHHBIM B MpeIblayleM ab3aile, ¢ Jito0oro TeaedoHa oOpaTuTech Ha
ropstayro auauio0 O6IecTBa mo Homepy Tenedona 8 (499) 649-90-59 u mompocuTe omepaTopa «0TBI3aTh)
YTepSHHBINA TeneOH OT Ballleld y4eTHOW 3allMCH B CHCTEME AMCTAHIIMOHHOTO 00CTyKUBAHUSL.

3. 3amuTa oT BUpPYCOB
Bupycel — 3T0 mporpamMMbl TSI KOMIBIOTEPOB MIJIM MOOWMIIBHBIX YCTPOWMCTB, MpeAHAa3HAUYEHHBIE I
HaHECEeHHUs Bpeja.
OyHKIIMOHATT BUPYCOB MOXET OBITh Pa3HBIM: IOKAa3 HEKENaTeIbHOW peKliaMbl, Kpaxa napoined (B TOM
gucie, u3 CMC-cooOieHnii) 1 AaHHBIX OaHKOBCKHMX KapT, COBEPIICHHUE HE3aKOHHBIX (DPHHAHCOBBIX
orepanuii OT UMEHU KJIMEHTA.
[MpakTdeckn Bce BUPYCHI UMEIOT (DYHKIHIO COOCTBEHHOTIO PACIpPOCTPAHEHMsI WM 3apa)KCHUsS BCEX
JOCTYITHBIX UM YCTPOWCTB.
OTCyTCTBHE BUPYCOB Ha YCTPOHCTBAX (KOMITBIOTEPAX, COTOBBIX TenedoHax, IUTaHIIETaX ), ¢ KOTOPHIX B
paboTaere ¢ CHCTEMaMH JUCTAHIIMOHHOIO 00caykuBaHust OOIIECTBa, SBISETCS 3aJ10roM 0€30IacHOCTH
Bammx IeHeHBIX CPENICTB.

Bo wusbexanme 3apaxxeHWss BuUpycamu Barero
KOMIIBIOTEpA, CIEAYHTE TAKUM COBETaM:

1) PeryaspHo OOHOBISAHTE  OINMEPAIIMOHHYIO
CHCTEeMy W YyCTaHOBIIEHHBICE B HEH MPUIIOKEHUS
(BKITIOUHMTE aBTOMAaTHYECKOE OOHOBIICHHUE).

2)  YcraHOBHTE W pEryIsIpHO OOHOBIIsIHTE (HE
OTKITFOYaiiTe ABTOMAaTHYECKOE OOHOBJICHHE)
AHTHBUPYCHYIO TIPOTPAMMY.

3) He orkpsiBaiite hailyibl ¥ HE MEPEXOAUTE 1O
CCBUIKaM, MIPUIIEITHM B COOOIIEHUSX
JNIEKTPOHHOW  TOYTHI, CIY)KO  MTHOBEHHBIX
coobmenuii (Skype, WhatsApp, Viber u Tm.) u
COITMAIBHBIX CETel, KoTopble BeI He Xk eTe.

4) TlpoBepsiiTe aHTUBHPYCHOW IPOrpaMMOM
(atinpl, momydeHHble u3 VIHTEpHET WM CO
cheMHBIX HocuTener («USB-nakonuTeneii») g0 ux
WCIIOTh30BaHUS.

Bo wm3bexanme 3apaxkeHHs BupycamMu Bamrero
MOOMIIBHOTO YCTPOICTBA:

1) PerymsipHo  OOHOBISIiTE  OIEpPAIIMOHHYIO
CHCTEMY M yCTaHOBJICHHBIE B HEHl IPHIIOKEHU (He
OTKJTFOYafiTe aBTOMATHIEeCKOE OOHOBIICHHE).

2) He orkpsiBaiite (hailiipl ¥ HE MEPEXOAUTE IO
CCBUIKaM, MIPULIEALITNM B COOOILEHUAX
JNMEKTPOHHOM  TOYTHI, CIY)KO  MI'HOBEHHBIX
coobmernit (Skype, WhatsApp, Viber u 1.m.) u
COLIMAJIBHBIX CETEN, KoTOphle Brl He K aeTe.

3)  YcraHoBHTE 3ampeT Ha YCTAHOBKY B Teae(oH
NPUIIOKEHUH U3 HEHAJIKHBIX UCTOYHHUKOB.

T'enepanbHbIi AUPEKTOP
00O MKK «JI311-Pa3Butie /»
[lybaeB A. A.
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